IMosmTHKA OPraHM3anuu B OTHOIIEHUH 00PAa0OTKHU NMEPCOHATBHBIX JAHHbIX

1. OO0mme noJioKeHUs
1.1. Hacrosmwuit nmokymeHT (mamee — «llonmuTuka») ompenenser MOJUTHKY
¢denepanbHOrO TOCYZApCTBEHHOTO aBTOHOMHOTO  00Opa30BaTENIbHOTO  YUPEKACHUS
BbIcIIero oOpa3oBanusi «CaHkT-IlerepOyprckuii HalMOHAIBHBIM HCCIEAOBATECIIbCKUN
YHUBEPCUTET HMH(GOPMALMOHHBIX TEXHOJIOTHH, MexaHuku u ontukm» (OI'PH:
1027806868154, UHH 7813045547, anpec: 197101, r. Cankr-IleTepOypr, KponBepkckuii
np., A. 49, nanee - «Omneparop») B OTHOIICHHH OOpPaOOTKH MEPCOHANBHBIX JAHHBIX U
COJICP’KUT, NMMOMHMO IPOYEro, CBEICHHS O peanu3yeMbix OnepaTopoM TpeOOBAHUAX K
3alllUTE NEPCOHAIBHBIX JaHHBIX.

1.2. Tlonutuka yTBEep:KacHa U omybrKkoBaHa Ha caiite dss.fintech.ifmo.ru (manee — «Caiiry)

BO ucnojHeHue OnepatopoM IpeaycMOTPEHHbIX yacThio 2 ctaTh 18.1 denepanbHOro
3akoHa ot 27.07.2006 N 152-®3 "O nepconanbHbIX AaHHBIX" (nanee — «DenepanbHbIA
3aKOH») 00s13aHHOCTEN 110 OIMYOJIMKOBAHUIO B MH()OPMALIMOHHO-TEIEKOMMYHHUKALMOHHON
CeTH JIOKYMEHTa, OMNpEeNeNfroliero mnoautuky Omneparopa B OTHOLIEHUH OOpabOTKU
NEPCOHANBHBIX JAaHHBIX, W CBEICHHA O pealu3yeMblX TpeOOBAaHUAX K 3alUTe
MEPCOHAIBHBIX JJAHHBIX, a TAKXKE M0 00ECTIEYeHUIO0 BOZMOKHOCTH IOCTYIA K YKa3aHHOMY
JOKYMEHTY C HCIOJIB30BAaHHEM CPEJCTB  COOTBETCTBYIOMIEH HH(GOPMAIIMOHHO-
TEJIEeKOMMYHUKAIIMOHHON CETH.
1.3. Tlonutuka pazpaboTana c yderoM TpeOOBaHMIA 3aKOHOJATENbCTBA Poccuiickoit
Oenepanu B 00JacTU MEPCOHATIBHBIX JTaHHBIX. [IpuMeHeHHble B llomuTHke TEpMHHBI
ClelyeT MOHUMAaTh B 3HAYEHHUH, ONpPENEICHHOM i1 HUX B DefepanbHOM 3aKOHE, €CIH
MHOE MpsIMO He oroBopeHo B [TonuTuke.

1.4 Tlonmutuka nOCTynmHAa JOOOMY TMOJB30BaTeN0 ceTh HWHTepHEeT mpu Tmepexoje Io
cepuike http://dss.fintech.ifmo.ru/files/pd_fintech.pdf
1.5. Omnepatop oOpaOaThiBaeT NEpPCOHAJIbHBIE JAaHHBIE IOJIb30BATENIEd C YUYETOM
CJICAYIOIIUX MPUHIIUIIOB!

— 00paboTKa NMepcoHaNbHBIX JAHHBIX OcyllecTBiseTcss OneparopoM Ha 3aKOHHOU
U CIIPaBEUIMBOM OCHOBE;

- 00paboTKa MEPCOHATBHBIX JAHHBIX OTPAaHMYMBACTCS JIOCTHKEHHEM KOHKPETHBIX,
3apaHee OIpENeNIEHHbIX M 3aKOHHBIX Lened. OneparopoM He JOMyCKaeTcs
0o0paboTKa TIEPCOHATBHBIX JIaHHBIX, HECOBMECTHUMas ¢ LeIsIMu  cOopa
MEePCOHANBHBIX TAHHBIX;

- He IonycKaeTcs o0belnHeHne 0a3 JaHHbBIX, COJEpKAIIKUX IEPCOHAIbHBIE JaHHBIE,
00paboTKa KOTOPBIX OCYLIECTBISETCA B IIEIIAX, HECOBMECTUMBIX MEXIY COOOM;

- 00pabotke OmeparopoM TOMAJIEKAT TOJHKO MEPCOHAIBHBIC JTaHHBIC, KOTOPHIE
OTBEUAIOT IEJISIM UX 00pabOTKH;

- cojepkaHue U o0beM oOpabarbiBaeMbix OnepaTOpoM MEPCOHANBHBIX JaHHBIX
COOTBETCTBYIOT 3asIBJIEHHBIM LIesIM 00paboTku. OOpabaThiBaeMble IEPCOHANBHBIE
JAaHHBIE HE SBISIOTCS M30BITOUYHBIMU 110 OTHOIICHUIO K 3asBJICHHBIM IIETSIM WX
00paboTKu;

- ipu 00pabOTKe MEePCOHANBHBIX JAHHBIX JOJKHBI OBITH OO€CHeueHbl TOUHOCTD
MEePCOHANBHBIX JaHHBIX, WX JOCTATOYHOCTb, a B HEOOXOIUMBIX CIydasx H
aKTyaJlbHOCTh I10 OTHOIICHHIO K LENsIM OOpaOOTKH IEepPCOHAJIbHBIX JaHHBIX.
Omneparop npuHUMaeT HEOOXOJUMbIE MEphl MO YyJaJeHUIO WM YTOYHEHHIO
HETOJIHBIX WJIM HETOYHBIX JIAHHBIX;

- XpaHEHHE IEePCOHAJBHBIX JAHHBIX OCYIIECTBISETCS B (hopMe, MO3BOJISAIOIIEH
OTpeeNuTh CyObEeKTa MEePCOHANBHBIX JaHHBIX, HE J0JIbIIE, YEM ITOr0 TPEOYIOT
nenn o0pabOTKM NMEepPCOHANBHBIX JAaHHBIX, €CIM CPOK XPAaHEHHs MEePCOHAIBHBIX
JAaHHBIX HE YCTAHOBJIEH (pesiepaIbHBIM 3aKOHOM, IOTOBOPOM, CTOPOHOM KOTOPOTO,
BBIFOJIOTIPHOOpETaTeIeM MM TOPYYUTENIIEM IO KOTOPOMY SIBISIETCS CYOBEKT



MEePCOHANBHBIX JaHHBIX. OOpabaThiBacMbie IMEPCOHAIBHBIC JAaHHBIC IOJICKAT
YHUUYTOKEHUIO JTHOO 00€3IMYMBAHUIO 1O JOCTIKEHUU Ieliell 00padOTKH WK B
cllydae yTpaThl HEOOXOJUMOCTH B JOCTHIXKCHHHM 3THX IIEJCH, eClIM HHOE HE
MPEeIyCMOTPEHO (efepaTbHbIM 3aKOHOM.

2. [IpaBa cy0beKTa NepCOHAJBHBIX IAHHBIX HA JOCTYN K €ro NepCOHAJbHBIM JaHHBIM

2.1.

CyObeKT mepcOHalbHBIX JAHHBIX MMEET IIPaBO Ha IOJIYYEHHE CIEAYIOLINX

CBEICHUN:

2.2.

e noATBepkIeHUE pakTa 00pabOTKH EPCOHATIBHBIX AaHHBIX OnepaTopowm;

® [IpaBOBbIC OCHOBAHMS U 1IeNTM 00OPAaOOTKH MEPCOHATBHBIX TAHHBIX;

e e W TpuMeHseMbie OrmepatopoM CHocoObl 00pabOTKH TEPCOHATBHBIX
JAHHBIX;

e HaMMEHOBaHHE U MecTo HaxoxaeHus OmnepaTtopa, cBeJeHHMs O JHUIAx (3a
UCKJIIOUeHHeM paboTHuKOB Ormeparopa), KOTOpble HMMEIOT JOCTym K
NEPCOHATBHBIM JAHHBIM WJIH KOTOPBIM MOT'YT OBITh PacKpbIThl NEPCOHATIbHBIE
JaHHBIE Ha OCHOBAHUU JoroBopa ¢ OmepaTopom Wil Ha OCHOBaHUU (peepatbHOTO
3aKOHa;

e 00pabaTbiBaeMble IEPCOHAIBHBIE JAHHBIE, OTHOCSILUECS K COOTBETCTBYIOLIEMY
CyOBEKTY NIepCOHANBHBIX JTAHHBIX, HICTOYHUK WX TOJIYYEHUS, €CIIM WHOW TMOPSI0K
IPEJCTAaBICHNS TaKUX JAHHBIX HE IPEIYCMOTpPEH (eiepaabHbIM 3aKOHOM;

® CcpokH 00pabOTKM NEPCOHATIBHBIX JAHHBIX, B TOM YHMCJIE CPOKU UX XPAHEHUS;

® [OPAJOK OCYHIECTBICHHS CYOBEKTOM MEPCOHAJbHBIX JaHHBIX IIPaB,
npeaycMoTpeHHbIX denepabHbIM 3aKOHOM;

e uHpopManuo 00 OCYIIECTBICHHOW MM O MpeAnojaraéMoi TpaHCIpaHUYHON
nepeaye JaHHBIX;

e HaUMEHOBaHWE WiIM  (aMWINIO, UMS, OTYECTBO U  ajpec JIMLA,
OCYILIECTBISIONIETO  O0pa0OTKY MEpPCOHAJIbHBIX JAHHBIX 10 IMOPYYCHHIO
Omneparopa, eciu 00paboTKa opyyeHa Uiy OyAeT MopydeHa TakoMy JIHILY;

® UHBIC CBEACHUSA, IMPEIYCMOTPEHHBIE 3aKOHOJATENBCTBOM  Poccuilckon
denepanuu.

[IpaBo cyOBeKTa MepCOHANBHBIX JAHHBIX Ha JOCTYI K €T0 TIePCOHATBHBIM JJaHHBIM

MO3KET OBITh OTPAHUUYEHO B CIyYasiX, MPeAyCMOTPEHHBIX 3aKOHOAATENLCTBOM Poccuiickoi
denepanuu.
3. Peanusyemble onepaTopoM TpeGOBaHUSI K 3aIIMTE MEPCOHATBHBIX JAHHBIX

3.1.

OmnepaTtop npu 00pabOTKe MEPCOHATBHBIX JAHHBIX TPUHUMAET BCE HEOOXOAUMBIC

IIPaBOBLIC, OPTaHU3AINMOHHBIC U TCXHUYCCKUC MEPBI JJI 3alUTHI ICPCOHAJIbHBIX JaHHBIX
OT HCHOPABOMEPHOI'0 HIIN cnyqaﬁﬂoro A0CTyIIa K HHUM, YHHUUYTOXCHHA, HW3MCHCHUA,
6J'IOKI/IpOBaHI/I$I, KOIIUpPOBaHUA, MNPCAOCTABICHUA, PACHPOCTPAHCHHUA TICPCOHAIBHBIX
JAaHHBIX, a TaKXXC OT HMHBIX HCIIPaBOMCPHBIX JIeI\/'ICTBI/Iﬁ B OTHOIICHHUU INCPCOHAIIBHBIX
JaHHBbIX.

3.2.

O6ecneyeHune 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTH:
1) onpenenenueM yrpo3 6e30MacHOCTH NMEePCOHATBHBIX JAHHBIX MPU UX 00paboTke
B MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATbHBIX TaHHBIX;

2) NpUMEHEHUEM OpraHU3AIMOHHBIX M TEXHUYECKUX Mep MO 00ecreyeHHIo
0€30MacCHOCTH MEPCOHAIBHBIX JIaHHBIX IPHU HUX 00paboTKe B MH(POPMAIIMOHHBIX
crcTeMax NepCOHANIbHBIX JAHHBIX, HEOOXOAMMBIX JJIS1 BBIOJHEHUS TPeOOBaHUH K
3allMTe TEpPCOHANBHBIX JIAaHHBIX, MCIOJIHEHHE KOTOpPBIX 0OecreurnBaeT
ycraHoBieHHble  [IpaButensctBom  Poccuiickoir ~ @epepauuu  ypOBHU
3aIUIIEHHOCTH NEPCOHATIbHBIX TaHHBIX;

3) nmpuMEeHEeHHEM MpOLIEAIINX B YCTAaHOBJIEHHOM IOPSAIKE MPOLENYPY OLEHKH
COOTBETCTBHS CPEJICTB 3aILUThI HH(POpPMaLUY;



4) onenkoi 3¢(HEKTUBHOCTH MPUHUMAEMBIX MEp MO0 00eCTICUeHHIO 0€30MacHOCTH
NEPCOHANIBHBIX HJAHHBIX OO BBOJAa B SKCILTyaTallUIO HHq)OpMaHHOHHOﬁ CHUCTEMBbI
MEPCOHATBHBIX JaHHBIX;

5) y4eToM MalIMHHBIX HOCUTENEH MepCOHANBHBIX JAaHHBIX;

6) oOHapyxeHHeM (HaKTOB HECAHKIIMOHHPOBAHHOTO JOCTyIa K TEPCOHAIBHBIM
AAHHBIM U IPUHATHUEM MCP,

7) BOCCTaHOBIICHHEM TICPCOHAIBHBIX JAHHBIX, MOAU(MUIIMPOBAHHBIX WJIH
YHUYTOXKCHHBIX BCJICACTBUC HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA K HUM;,

8) yCTaHOBJIGHHEM MPABUII JJOCTYIA K IEPCOHAIBHBIM JIAHHBIM, 00pabaThiBaeMbIM
B MH(OPMAIIMOHHON CHUCTEME NEPCOHANBHBIX JAHHBIX, a TaKkKe obecrnedeHueMm
pPETUCTpAIMH U y4eTa BCeX JCHCTBHI, COBEPIIAEMbBIX C TIEPCOHATBHBIMU JaHHBIMU
B MH(POPMALIMOHHOM CUCTEME MEPCOHAIBHBIX IaHHBIX;

9) KOHTpoOJIEeM 3a MPHHUMACMBIMH MEpaMH II0 O0ecreueHUro 0e30macHOCTH
MNEPCOHANIBHBIX AAaHHBIX W YPOBHA 3alllMIICHHOCTHU HHq)OpMaHI/IOHHBIX CUCTEM
MEPCOHAJIBHBIX JaHHBIX.



